OFFICE OF THE ADJUTANT GENERAL
Virginia National Guard
Mullins Army/5901 Beulah Road
Sandston, VA 23150

NATIONWIDE AIR AGR VACANCY ANNOUNCEMENT

VIRGINIA AIR NATIONAL GUARD MILITARY TOUR NOTICE - ACTIVE
GUARD/RESRVE (AGR)

ANNOUNCEMENT NUMBER: 16-22 AF (Re-advertised)

POSITION TITLE: Cyberspace Weapons Officer

UNIT: 185" COS

LOCATION: Joint Base Langley-Eustis, Hampton, Virginia

GRADE: O-2/1Lt. NTE O-4/Maj based upon available control grade AFSC: 17S/17D
TOUR LENGTH: 1-6 years

ELIGIBILITY OF FEMALES: Yes

OPENING DATE: 26 October 2016 CLOSING DATE: 25 November 2016

DESCRIPTION OF DUTIES: Performs as the unit Weapons and Tactics Officer for all Cyber
Protection Team or Industrial Control Systems Team missions on DoD information systems.
Employs mastery-level knowledge of Information Technology (IT) security methodology to
protect assigned cyber key terrain by selecting appropriate TTPs to be used by teams.
Establishes the TTPs used to secure computer systems and to protect them from cyber
exploitation. Collaborates with Cyber Tactics community in order to develop and facilitate
tactics improvements and to advance the operational capability of weapon system, the unit, and
the broader COS community. Conducts extensive research of tools currently being used to attack
or gain unauthorized access to information networks. Analyzes and tests these tools on training
range to determine effectiveness, stability, and scope of the tools. Recommends and refines tools
for use on Cyberspace Weapon System. Collaborates with the greater Cyber Tactics community
to provide training to the unit on emerging weapon system capabilities and TTPs. Evaluates and
assesses vulnerabilities of mission owner networked mission systems to include: application
server hardware, operating system software, Mastery of information systems security protocols
and peripheral network equipment such as routers, bridges, switches, attached cabling system,
network interface cards, modems, multiplexers, and concentrators. Conducts evaluations to
ensure compliance with applicable standards. Ensures system backups are performed to ensure
expedient restoration of the database for the respective network equipment. Evaluates
effectiveness of customer network boundary protection devices. Performs as a subject matter
expert to Hunt for and illuminate advanced persistent threats in DOD Cyber systems and protects
priority DOD missions for a specified duration. Detect, discover and characterize advanced
adversary tradecraft. Monitors target systems/networks for unusual activity to identify and
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remove adversary activity that evade routine security measures on assigned cyber terrain.
Replicates tactics, techniques and procedures of specific cyber threats as appropriate to evaluate
cyber defenses and prepare DOD defensive cyber operations.

ACTIVE GUARD/RESERVE ELIGIBILITY REQUIREMENTS:

1. Individuals must meet the basic eligibility criteria as stated in ANGI 36-101, Chapter 2.

Member must possess outstanding appearance, military bearing, and conduct with no history

of disciplinary action.

Must possess an awarded skill level in the compatible AFSC commensurate with their rank.

3. Applicant’s military grade cannot exceed the maximum grade authorized on the SPMD for
the position and ANG Grade Compatibility Table.

no

ADDITIONAL REQUIREMENTS:

1. Except for mobilization or other emergency, member accepted for tour will not be subject to
permanent change of duty location without his/her consent. Retention in the program will be
subject to continued satisfactory performance as determined by the supervisor and/or
commander.

2. Existing ANG promotion policies apply and grade ceilings established by ANGI 36-101.

3. At the option of supervisor/nominating official, applicants are subject to personal interview
upon notification of time and place. Necessary travel is at applicant’s expense.

4. Must have or be eligible for a top secret clearance/Special Compartmented Information (TS/SCI).

5. All applicants must have passed a current Air Force PT Test.

6. AGR tour will not qualify the individual for career status, if selected.

7. Must be certified IAW DOD 8570.01-M, Federal Information Security Management Act of

2002, Clinger Cohen Act of 1996 and current AF directives. Minimum requirements are

specified in the most recent 8570 PD template on the A3CC Page of the GKO Portal at

https://gkoportal.ng.mil/ang/A3/A3C/A3CC/Cyber%200ps%20Templates/Forms/Allltems.aspx

APPLICATION PROCEDURES AND REQUIRED DOCUMENTATION: Interested
members may apply by submitting the completed documents directly to:

192" FSF/HR, 165 Sweeny Blvd, Ste 206, Joint Base Langley-Eustis, Virginia 23665 or by
email: Va_ANGJobs@us.af.mil

Documents Required:

1. NGB Form 34-1 CAN BE OBTAINED FROM THE NGB publications website:
http://www.ngbpdc.ngb.Air.mil/forms/Adobe%20-%20Unfillable/ngh34 1.pdf .
Report of Individual Personnel (RIP)

Scores from current AF PT Test
Individual Medical Readiness (IMR) Report (AF Portal)
AF Form 422 or AF Form 422/469 (if currently on restrictions)
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EEO POLICY STATEMENT: Consideration for this position will be without regard to sex,
age, handicap (except where required by military regulations), race, color, national origin,
religion, lawful political affiliation or membership/non-membership in an employee
organization.


https://gkoportal.ng.mil/ang/A3/A3C/A3CC/Cyber%20Ops%20Templates/Forms/AllItems.aspx
http://www.ngbpdc.ngb.army.mil/forms/Adobe%20-%20Unfillable/ngb34_1.pdf
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Additional information: Contact SFC Shawn Oliver at (804)236-7831 or CW4 D’Juana Goodwin
(804)236-7823.

This announcement will be posted on official bulletin boards throughout the area of
consideration through the closing date. A complete listing of all current Virginia National Guard
AGR Employment Opportunity Announcements is available at
http://vko.va.ngb.army.mil/virginiaguard/ click on Virginia National Guard and then click Job
Vacancies.

All applications must be received in the Human Resource Office before the close of business by
the closing date specified on the announcement. Applications received after the closing date will
not be considered.


http://vko.va.ngb.army.mil/virginiaguard/

